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1 Specifications

Hardware

Dimensions:
Weight:
Mounting:

Power Input:

3 Current Draw:
Fuse:

1 Power Outputs:
Voltage Output
Options:

Output Current:

Output Fuse:

Audible Interfaces:
Visual Interfaces:

1 Hardware Interfaces:

Software

Downloadable
Firmware:
Built-in Web Interface:

Browser Support:
Protocols:
SNMP Support:

Note:

1 Valid if hardware option i

14.58” Hx 10.13” W x3.47” D
5.95 Ibs. (2.70 kg)

Wall Mounted

—48 VDC nominal (—36 to —60 VDC w/+24
VDC sensor out)

(Optional) —48 VDC nominal (—18 to —60
VDC w/+12VDC sensor out)

750mA max @ 48VDC
0.75A GMT Fuse

2
+24 VDC (optional +12VDC)

0.5A max total
0.5A Glass Fuse

N/A
Touch LCD Screen

2 RJ45 10/100BaseT full-duplex Ethernet
port

1 USB front-panel craft port

4 RJ11 connector for D-Wire sensor
network (Optional)

Yes

Yes
Edge, Firefox, Chrome

DCPx, TELNET, SSH V2, HTTP, HTTPS (TLS

1.2), Email
V1, V2c, V3

s included.

Modem:

Discrete Alarm Inputs:

2 Discrete Alarm Length:

Serial Ports:

Control Outputs:

Max Voltage:
Max Current:

Operating Temp:

1 Industrial Operating Temp:

Storage Temp:
Operating Humidity:

MTBF:
RoHS:

Ordering Options:

1 D-Wire Sensor Support:

Ping Alarms:

OS Support:

2 Minimum lengths determined with TTL voltage level alarms. Actual distance may vary.

3
4

See analog section in manual for detailed analog accuracy breakdown.

Current measured at rated voltage with all controls latched and all alarms triggered.

N/A

12
2000Ft. (609.6 m) per Alarm

7 RS232
(optional 7 RS485)

12 (Form A/B, field selectable)

60 VDC/120 VAC
1A AC/DC

32° to 140°F (0° to 60°C)

-22° to 158°F (-30° to 70°C)
-40° to 185°F (-40° to 85°C)

95% non-condensing

60 Years
RoHS 5 Approved

plug-able connectors or screw-down
terminals

4 HVAC units or 6 HVAC units

for 6 HVAC units: +16 Alarms(28 total), +8
Relays(20 total)

Temp, Temp/Humidity sensor

1 built-in temp sensor

32

Vista, 7, 10 (32 or 64 bit)

* This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in which case the user will be required to correct the interference at his own expense.



2 Shipping List

Please make sure that you received all parts.

If you are missing a part, or need a replacement part, please call DPS Telecom at 1-559-454-1600.

ISR HVAC Controller [N

\ Foorsmiecon
S 4045t 2830

et e -

HVAC Controller G6
D-PK-HVACI

NetGuardisn
Rosoures Disc

HVAC Controller G6 Resource Disk

1/2 - Amp 5x20mm Glass Fuse (x3)
2-740-00500-00

3/4 - Amp GMT Fuse (x3)
2-741-00750-00

HVAC Controller G6
D-UM-HVACI

6 ft. USB Download Cable
D-PR-046-10A-06

14 ft. Ethernet Cable (x2)
D-PR-932-10B-14

RJ11 Connector (x2)
1-820-00016-00
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Hex Nut (x8) Mounting Screw (x3)
2-002-01024-00 1-000-80750-50



2.1 Optional Accessories (Sold Separately)

To order additional accessories, please call DPS Telecom at 1-559-454-1600.

\
QRS = ==V —

Hydrogen Sensor
D-PK-SENSR-12041.00001

Temperature/Humidity Sensor

D-PK-SENSR-12002.00101

- |
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ll'll:_} DFS Telecom
15594541600
et dprtak com
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Temp Sensor
D-PK-DSNSR-12001.00101



3 Hardware Installation

3.1 Site Preparation

For optimal control of the site and maximum performance of your HVAC system, the site should be
"sealed". Open vents, un-dampered exhaust or free air systems and other unrestricted openings to
outside air can significantly increase the runtime HVAC costs.

3.2 Mount the unit

Remove Desired Knock-Outs

1. Choose convenient knock-outs for this install placement.

2. Stand unit on edge with chosen knock-outs on top.

3. Open lid 90-degrees to protect circuit board.
NOTE: To unlock latch, turn the dial 90° to the left until the lever is visible in the "View Latch"
window (as shown above). To lock the unit, shut the lid and turn the knob 90° to the
right.

4. Use screwdriver to remove chosen knock-outs.



Mount the Unit
1. Determine the desired location for unit.
2. Measure distance between two top screw holes on back panel.
3. Mark the 2 holes on the wall at desired location.
4. Install 2 screws (provided) at marked locations.
a. Leave 1/4” gap between wall and screw head, verify screws are secure.



5. Hang unit from the two screws.
6. Use a third screw (provided) in bottom hole to secure unit to wall.
7. Verify unit is securely mounted before proceeding.



3.3 Attach Grounding Lug(s)

-

1. Attach grounding wire(s) to grounding lug(s) on side of unit.
NOTE: There are two sets of grounding lugs on the unit, but only one set generally needs to be
wired. Choose the most convenient for the site layout.



3.4 Connect Power

1. Disconnect your power supply cable from its power source before continuing (for both safety and
equipment protection).

2. Feed power cable through a chassis opening (so that the door may freely close).

3. Plug in -48V power connectors as shown.

gt D R

pesy RS Telecom
Support: 1-558-154-1600
winnw.cinaiele Sorm

=
R b

4. Physically secure the power cable with zipties (or similar).
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3.5 Connect LAN

NOTE: This step is required to access the web interface for provisioning and monitoring.

1. There are two Ethernet ports on the G6. Feed the LAN cable(s) through top. If using steel/small
conduit, you may need to feed each cable in individually (or, in extreme cases, crimp ends on a bare
cable after feeding through the conduit).

2. Connect the LAN cable(s) to the ports on the right side (labeled "Net 1" and "Net 2").
3. Physical secure the cables.
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3.6 Connect Temperature Sensor

DPS Telecom

1 1-559-454-1600
dpstele,com

1. Feed RJ12 sensor cable through desired opening.
2. Connect the RJ12 cable as shown above.

3. Connect loose end of RJ12 cable to the "IN" port of the temperature sensor.

4. Secure the cable.
5. Mount the temperature sensor in a central location.
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6. Note the ROM ID on the side of each temperature sensor. Record the ROM ID and location of each
sensor here. This will be useful when configuring sensors in the Provisioning Section.

Sensor ROM ID Location

WIWIWININININDININDININININ|= (== aa oo
NI R I R EN IS B C T EA N PR X P ] o Ed Bl i Rl Bl Bl B B




3.7 Connect HVACs

1. Feed HVAC unit 1 cable through desired top opening.
-Additional units will be wired later in this procedure.
2. Strip the cable jacket 6 inches from the ends inside the unit.

by 3 § =
1) Terminate'wires with screw; gat'é'sf A
2) Plug'h"lalg\plug into female’socket §
. J A

B r ~ &5 3 A
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a7 . , ' & la/(a »
4 ~ B A - - Men 4 /
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o] - > -
y
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ki

s
o
TCtys

Conol Circuit Diagram

3. Wire the leads to HVAC 1 section of the board, according to the diagram above.
a. DO NOT connect the black HVAC wire to the HVAC Controller. It is not needed and may damage
the unit. Physically secure and insulate this loose wire to protect against any shorts later.
4. Cut/insulate any unused leads.
5. Secure the cable.
6. Repeat for each additional HVAC unit
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3.8 Connect Modbus HVACs

1. Feed HVAC unit 1 serial cable (RS-485) through desired chassis opening.
-Additional units will be wired later in this procedure.

2. Plug the cable into the first Modbus (RS-485) port.

3. Secure the cable.

4. Repeat for each additional HVAC unit



15

4 Connect to Network

This section provides step-by-step instructions on how to connect your HVAC Controller to your network.

The following pictures and instructions depict either Windows 7 or Windows 10. Other operating systems will likely
be similar.

4.1 Change your PC's IP

1. Plug LAN cable into PC.

2. Click START.

3. Select CONTROL PANEL.

4. Select NETWORK AND INTERNET.

5. Select NETWORK AND SHARING CENTER.

6. Click CHANGE ADAPTER SETTINGS in the left menu.

p— (= | O [ |
o, O - .
@@! L% » Control Panel » All Control Panelltems » Network and Sharing Center ~ [ ¢ )| Seorch Controt Panet P
Control Panel Home: " . . ’ . =
View your basic network information and set up connections
Change adapterseftings A Jo 0 See full map
Ch, dvanced sh )
Ze i DPSTELECOM-PC Network 2 Intemet
(This computer)
View your active networks Connect or disconnect
L i Network 2 Accesstype:  Internet
o
2 Work network Connections: [ Local Area Connection
Change your networking settings
i Setup 2 new connection or network
=" Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; o set up a router or access paint.
g« Connect to a network
Connect or recennect te a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing seftings.
[S] Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup
Internet Options.
Windows Firewall

7. Find the appropriate adapter (most likely, this will not be a wireless connection).
8. Right-click the adapter.

9. Select PROPERTIES from the drop-down menu.

10.Click INTERNET PROTOCOL VERSION 4 from the menu.

- : “
U Local Area Connection Properties || =5

Networking

Connect using

%Y Reattek PCle GBE Family Controller

This connection uses the following items:

1% Novell Client for Windows

"% Client for Microsoft Networks

=305 Packet Scheduler

SF\\E and Printer Sharing for Microsoft Networks
& Intemet Protocal Viersion 6 (TCP/IPvE)

B L=t Protocol Version & (TCP/1Py4) |

i Link-Layer Topology Discovery Mapper /0 Driver
-+ Link-Layer Topology Discovery Responder

Description

Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks:

= —%
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11. Click the PROPERTIES button.
12.Click the radio button for the option that states "Use the following IP address:"

o If this button is already selected, record information before changing it so that you can set it back later.
¢ |f "Obtain an IP address automatically" is an option, you don't have to record the IP address information.

Internet Protocol Version 4 (TCP/IPvd) Properties -2 S

General | Alternate Configuration |

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
l %Use the following IP address:

| @ Obtain DNS server address automatically

") Use the following DNS server addresses:

[ Validate settings upon exit @

13.Enter in an IP address that is within your HYAC Controller's Subnet (see defaults below). When installing a new
HVAC Controller that has factory default settings, your PC's new IP should be 192.168.1. XXX (replace the XXX
with any number from 1-255, excluding the IP used by the unit (see defaults below).

o Default HVAC Controller IP (Net 1): 192.168.1.100

o Default HVAC Controller IP (Net 2): 192.168.1.101

¢ Default HVAC Controller Subnet Mask: 255.255.255.0

14.Click OK and close the window.
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4.2 Browse to the web interface

1. Using the web browser of your choice, browse to the HVAC unit's IP address.

2. The login form should appear. Enter the admin login information provided below and click Login.
o Username: admin
o Password: dpstelecom

Username: |admin |

Password:

o |

3. Expand the Provisioning menu.

4. Click Ethernet.

5. Change the HVAC's default IP address, subnet mask, and default gateway to be compatible with
your network.

DPS Telecom HVAC Controller G6

Network Monitoring Solutions Home | Upload | Logout (admin)

Ethernet Settings

Monitor |

Eravlcigaing MAC Address 00:10:81:ff:f5:f0

Host Name —

Enable DHCP

Ethernct [N 192.168.1.100 (192.166.1.100)

Ravrus [ 255.255.0.0 (255.255.0.0)

-

O C 255 255,255 255 (255.255.255.255)

_ User Metric (Priority) (10)
Net 2 Scttings |

[CUS iac ddress 00:10:81:#F:f5:F1

controls RS T i

EETEE  -..oiconce =

rvacunts  [EERESEE (10.0.6.204)

Subnet Mask (255.255.0.0)

i (10.0.0.254)

: User Metric (Priority) (11)

[Modbus Devices RS rEp—— (255.255.255.255)

DNS Server 2 (255.255.255.255)

System Alarms | -

Route 1

Network 1P [ Jasaesin

: Subnet Mask (255.255.192.0)
Gateway (126.10.216.254)
User Metric (Priority) (s)

6. Click Save at the bottom of the page to cache your changes. To commit changes to the unit, click
Device Access On the bottom left, then Write and Reboot.
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4.3 Restore and Reconnect

1. Return to the Internet Protocol Version 4 page on your PC.

2. Reset the IP address by typing in the numbers you recorded previously or by clicking the "Obtain an IP address
automatically” button.

Internet Protocal Version 4 (TCP/IPvd) Properties 0|

e —————
General | plternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Tq\:jbtam an IP address automatically
“Use the following IP address:

| @ Obtain DNS server address automatically

) Use the following DNS server addresses:

| validate settings upon exit T
]

3. Click OK.

4. Log back onto the unit as described previously.

5. Click Provisioning.

6. On the System Settings screen, change your default user and password.
7. Save your changes.

5 Quick Turn Up

The next sections of this manual will walk you through some of the most common tasks for using the G6. You will
learn how to send email notifications and send SNMP traps to your alarm master - all using the Web browser. For
details on entering your settings into each Web browser menu, the section "Provisioning Menu Field Descriptions"
section.

5.1 How to Send Email Notifications

1. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.
Begin the setup "wizard" by clicking Edit for a notification number. In this example, we'll setup Notification 1 to
send emails.

Notifications

Id  Notify On Type  Details

1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
6 Disabled
7 Disabled
8 Disabled

2. At the Notification Setting screen, use the drop down box to set what events to use for this notification. Now,
select the Send Email button and click Save and Next.

3. At the Email Notification screen, you'll enter your email server settings. Enter the IP address or Host Name of
your email server. Note: if using Host Name, make sure that DNS Servers settings are configured. Enter the
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Port Number (usually 25) and the "To" Email Address of the technician that will receive these emails. If
authentication is required, chose the type and fill in the necessary fields. Click Next.

4. Atthe Schedule screen, you'll select the exact days/times you want to receive email notifications. You can set
two schedules per notification. For example, you may want to receive notifications at certain times during the
week, and at different hours on the weekend. Use the check boxes to select the days of the week, and select the
time from the drop down menus. Click Finish. To try a test notification, click the Test button (See next step.)

Notification 1 (Schedule)

1d]Sun [Mon [Tue|Wed [Thu|Fri_[Sat [Notification Time

1 O @ [12 vh[0 ¥ |min[AM v|to[11 ¥ h 53 ¥ |min|[FM
Any Time : - :
2 ﬁvnme @ [12 ¥ln[0 ¥|min[AM ¥|to[11 ¥|h[59 ~]min [PV +

[ Back ][ Save and Finish ]

5. If you chose to test the email notification you've just setup, you will prompted with a pop up . Click OK to send a
test email alarm notification. Confirm all your settings by checking your email to see if you've received it. NOTE:
This test only means that your notification settings are correct, but you still need to assign the notification to an
alarm point. See the next step.

6. Now you will associate this notification to an alarm (system, base, analog, etc.) You have 8 natification devices
available to use. Remember that Notification #1 in the Notifications menu corresponds to the first "Notifications"
column of check boxes "N1". (Notification #2 "N2" is the second column, and so on until Notification #8 "N8")
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5.2 How to Send SNMP Traps

1. Click on the SNMP button in the Provisioning menu. Enter the SNMP GET and SNMP SET community strings
for your network, then click Save. The typical SNMP SET and GET community strings for network devices is
"public". As an added security measure, we've made our default "dps_public".

SNMP

Get Community dps_public

Set Community dps_public

Read and Write Access Access disabled E

SNMPv3 Engine ID 80000a7a0300108100285

snmpv3vsers
Id SNMPv3 Username Auth Type Auth Pass Priv Type Priv Pass

1 No Auth [~] No Priv[~]

2 No Auth [~ | No Priv [~

3 No Auth [~ | No Priv[~|

2. Click on the Notifications button in the Provisioning menu. You can setup as many as 8 different notifications.
Begin the setup "wizard" by clicking Edit for a notification number. In this example, we'll setup Notification 1 to
send SNMP traps to your alarm master.

MNotifications

Id Notify On Type Details

1 Disabled
2 Disabled
3 Disabled
4 Disabled
5  Disabled
6 Disabled
7 Disabled
8  Disabled

3. At the SNMP Notification screen, you'll enter your network's SNMP settings. Enter the IP address of your

SNMP Trap Server. Enter the Trap Port Number (usually 162) and the Trap Community password. Click Save
and Next.

4. Atthe Schedule screen, you'll select the exact days/times you want to receive SNMP notifications. You can set
2 schedules per notification. For example, you may want to receive notifications at certain times during the week,
and at different hours on the weekend. Use the check boxes to select the days of the week, and select the time
from the drop down menus. Click Save and Finish. To try a test notification, click the Test button (See next step.)
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Notification 1 (Schedule)
1d|Sun [Mon [Tue |Wed [Thu Fri |sat [Notification Time |

1 ﬁvﬁme @ |12 vh |0 v min|AM v|to|11 v|h |53 ¥ |min | PM v|

2 Swﬁme @ [12 |0 v|min|AM v |to[17 ¥ |h |53 ¥ |min |[PM |

[ Back H Save and Finish l

5. If you chose to test the email naotification you've just setup, you will prompted with a pop up . Click OK to send a
test SNMP alarm notification. Confirm all your settings by checking your alarm master to see if the SNMP trap was

received.

NOTE: This test only means that your notification settings are correct, but you still need to assign the notification
to an alarm point. See Step 6 in "How to Send Email Notifications" for more detail.
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6 Provisioning Menu Field Descriptions

G6 configuration is performed from the Provisioning menus, the menu options in green on the left-side of the
web interface. The following pages provide a brief description of the options available in each menu.

Saving Configuration Changes to the G6:

At the bottom of each screen you access from the Provisioning Menu, you will see a Save button. Clicking Save
will cache your changes locally. The web interface will then prompt you to either Write your changes to the unit or
Reboot the unit for changes to take effect in the top-left corner of your browser. The relevant options will be
highlighted in the Device Access options.

Note: If the unit prompts you to both Write changes to the unit and Reboot, you will Write your changes first.
Rebooting without writing to the unit (if a Write is required) will cause you to lose your configuration changes.

[F'Iease WRITE to the unit after you are finished with your changes!
Flease REBOOT the unit for changes to take effect!

Status messages on the G6 Device Access menu, inform you how to implement your changes

Write {required)

The control menu highlights items that must be completed for your changes to take effect
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6.1

System

From the Provisioning > System menu, you will configure and edit various global settings that apply widely. You
can also save/erase logs and backup/restore device configurations.

Y DPs Tetecom

Network Monitering Solutions

HVAC Controller G6

Heme | Upload | Logout {admin)

Port

Notifications

HVAC Controller
Ping Targets
Modbus Devices
Modbus Registers.

Date and Time

Provisioning
User Profiles

System Settings

MName |HwAC Controller GB |
Location |Fre5rs:u. CA |
Contact [550-454-1800 |
Sound on COS (Web Browser Monitoring) [

Web Mode

Terminal Mode

Multiload Access

LCD Pin

DCP Responder Settings

| Disable DCP '® DCP over LAN ' DCP over Serial

DCP Unit ID / Protocol [1 | £ [DCPx v
DCP over LAN port / Protocol [z001 | £ [UoP w|
Expansions

Sansor and Alarm Histol
Get Sensor History (Analog Readings)

Get Alarm Log [Discrete Events)

Get Combined Log
On-board configuration backup

Recent All Records | Ermse SensorHiztory |
Recent All Records [

Recent All Records

Erase Alarm Log |

| Erase History And Lc-g;]

Name: HWVAC Controller G&
Timestamp: 8/11/2021, 9:14:21 AM
Status: Valid For Current Firmware

Current backup details [?]

On-board backup [2] Update on-board backup |
Invalidate backup config [?]
Validate backup in web [?]

Restore backup and reboot [7]
scrow Web Validation

Inwafidate backup config |

‘alidate backup

Restore backup

Escrow empty or invalid

|

Current escrow details [7]

Invalidate escrow config [?] afifate escrow oo
Validate escrow in web [?]
Restore escrow and reboot [2] Restors esoro

The Provisioning > System menu
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Global System Settings

Name A name for this unit. (Optional, useful for coordination & notifications)
Location The location of this unit. (Optional, useful for coordination & notifications)
Contact Contact telephone number for the person responsible for this unit. {Optional field)

Sound on COS

Checking this box enables Sound on COS when viewing the Alarms, Sensors, Ping
Targets, or System Alarms page under the Monitor menu.

Web Mode

HTTP on port 80 or HTTPS on port 443. Changes will only go active after reboot.
(Default HTTPS - Port 443)

Redirect HTTP to
HTTPS

Only available when web mode is HTTPS - Port 443. When enabled, opens port 80 for
sole purpose of redirecting to landing page of HTTPS server. When disabled, leaves
port 80 closed and browsing to http://<ip address of unit> will yield a connection
refused message. (Default = Enabled)

Terminal Mode

Telnet on port 2002 or SSH on port 2002. (Default - Telnet on port 2002).

Multiload Access

"Allow Access" or "Require Login". When set to "Allow Access", unit will allow direct
navigation to the Upload page (for updating firmware, web image, or config) without
needing to authorize for user access. This can help with recovery of unit, but may not
be desired in secure deployments.

LCD PIN

Passcode used to unlock Device Setup on the Touchscreen (Default: 123456)

DCP Responder Settings (For use with T/Mon)

Disable DCP, DCP
over LAN / Serial

Select one of these 3 options to send DCP protocol over LAN, serial, or
disable DCP completely.

DCP Unit ID

User-definable ID number for the target unit (DCP Address).

DCP Unit Protocol

Drop-down menu of available protocols for use with DCP Address.

DCP over LAN port

Enter the DCP port for the target unit. (UDP/TCP port)

LAN Protocol

Drop-down menu of available protocols for use over LAN.

Expansions

Select the number of expansion units connected to the unit.

Sensor and Alarm History

Get Sensor History

Download a log of all configured analog and sensor values. Also, "Erase" button to
clear the history.

Get Alarm Log

Download a log of the device's recent alarm history. Also, "Erase" button to clear the
log.
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On-board Configuration Backup

Current backup
details

If backup has been created, displays the Name, Timestamp, and Status of the on-

board backup.

e Name: System Name of the stored backup configuration.

e Timestamp: Unit time when backup configuration was created. Note that this time
may be before the time when the on-board backup was last updated, particularly in
cases where the configuration had been live for some time before later updating the
on-board backup.

e Status: Indicates whether backup configuration is valid for current firmware, or gives
additional instruction when the backup is not valid for current firmware. Usual causes
of an invalid backup result from a firmware version change without subsequently
updating the on-board backup.

On-board backup

Creates a backup of the current written and active configuration.

Invalidate backup
config

Erases the saved backup configuration from the unit.

Validate backup in
web

Exercises a "Device Access > Read" operation, except that the unit will read in the
values from the backup configuration rather than the active configuration. The values
read into the web interface can be validated in the edit interface and written back to the
unit as an active configuration. When doing this, the current local user profiles will be
applied to the backup configuration instead of restoring the backup configuration's local
user profiles.

Restore backup and
reboot

Reboots the unit and restores the onboard backup configuration - rather than the active
configuration. This will restore the local user profiles from the backup configuration.

Escrow Web Validation

Current escrow
details

On power up, will show escrow empty or invalid. By using the multiload interface, a
backup configuration (previously downloaded from "Device Access > Backup Config")
can be uploaded to the escrow location for web validation before going active. When a
config has been uploaded to escrow, this will show the Name, Timestamp, and Status,
similar to the on-board configuration above.

Invalidate escrow
config

Explicitly erases the escrow configuration from the unit.

NOTE: Uploading a new configuration will overwrite the previous escrow configuration.
NOTE: Rebooting the unit without restoring a configuration from escrow will erase the
escrow configuration.

Validate escrow in
web

Exercises a "Device Access > Read" operation, except will read in the values from the
escrow configuration rather than the active configuration. Works similarly to on-board
configuration backup validation.

Restore escrow and
reboot

Reboots the unit with a message to the bootloader that it should attempt to boot using
the escrow configuration rather than the active configuration. This will restore the local
user profiles from the escrow configuration.
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6.2 User Profiles

Clicking User Profiles gives you access to modify the default username and password, and to edit the

administrator profile and create up to 7 additional unique user profiles, each with different access rights to the
NetGuardian's web interface.

User Profiles Summary

Id Username Status

1 admin Default |EI {Administrator Profila)
2 Suspended !EH D=late |

2 Suspended |E|| Delete |

4 Suspended |EH Delete |

3 Suspended |EII Delate |

& Suspended |E| [ Delete |

7 Suspended |E| |EI

a8 Suspended |E| [ Delzte |

Configure access privileges for users in the User Profile screen

To create or edit any of the 8 user profiles (including the Admin), click the Edit button. From there, you can change
all configurable settings for a user profile.

User Profile
Suspend this Profile If this box is checked, the profile will not be able to access the unit.
Username Enter a username or a user description
Password Enter a unique user password Note: All passwords are AES 128 encrypted.

Confirm Password  Re-enter the password.

Access Rights
Check all Enables all Access Rights
Edit logon profiles  Enables the user to add/modify user profiles and password information.

Write Config (change Enables the user to change the unit config by accessing the Write feature in the
unit configuration) | control menu.

View monitor pages |Allows the user to access Monitor menu options.
Send relay commands Allows the user to send commands to operate the device's control relays.

TTY access (access via Grants the user access to the unit via TTY interface (via craft or telnet).
Craft port or via Telnet)

Initialize config to  Allows the user to use the Initialize option in the Device Access menu, resetting

factory defaults the unit to factory default settings. All user settings will be lost.
Upload new firmware, Allows the user to upload firmware or backed-up configuration files.
or config
Get audit log Allows the user to access the Audit Log (Get Log command).

Purge (delete) audit log |Allows the user to deletes the existing audit log.
Get (backup) config  Backs-up all user profile configuration settings.

Get and delete analog

) Allows the user to access and delete the analog and sensor history.
history

User profile field descriptions



6.3 Ethernet

The Edit > Ethernet menu allows you to define and configure Ethernet settings.

DPS Telecom

Network Monitoring Solutions

HVAC Controller G6

Home | Upload | Logout (admin)

Ethernet Settings
Net 1 Seitings |

R

g A 1f
R §

§a= ]

il |” 2

g
7
[

MAC Address 00:10:81:ff:f5:Ff0
: Host Name | 0
Ahex Pruine Enable DHCP
Unit IP 192.168.1.100 (192.168.1.100)
Subnet Mask 255.255.0.0 (255.255.0.0)
Gateway 255 255 355,255 (255.255.255.255)
User Metric (Priority) [10 |(10)

MAC Address 00:10:81:ff:f5:f1
Host Name | [C)
Enable DHCP L]
HVAC Units Unit 1P [10.0.6.204 | (10.0.6.204)
HVAC Alarm Assoc Subnet Mask [255 255,00 | (255.255.0.0)
AU L e Gateway [100.0.254 | (10.0.0.254)
HVAC Controller 3 P
- User Metric (Priority) [11 [(11)
Eny gt
B Meviors DNS Server 1 | 255.255.255.255 | (255.255.255.255)
Modbus Registers DNS Server 2 | 255 255 255 255 | (255.255.255.255)

Static Routes

Timers

Network IP [192.168.1.1 |(192.168.1.1)
Subnet Mask |255 2551320 | (255.255.192.0)
Gateway [126.10.215.254 | (126.10.216.254)
User Metric (Priority) [5 | (5)

The Provisioning > Ethernet menu
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Ethernet Settings (Many are separate for Net 1 & Net 2)

MAC Address

Hardware address of the NetGuardian. (Not editable - For reference only.)

Host Name

Used only for web browsing. Example: If you don't want to remember this NetGuardian's
IP address, you can type in a name is this field, such as "MyNetGuardian". Once you
save and reboot the unit, you can now browse to it locally by simply typing in
"MyNetGuardian" in the address bar. (no "http://" needed).

Enable DHCP

Used to turn on Dynamic Host Connection Protocol. NOT recommended, because the
unit is assigned an IP address from your DHCP server. The IP you've already assigned
to the unit becomes inactive. Using DHCP means the unit will NOT operate in a T/Mon
environment.

Unit IP

IP address of the NetGuardian.

Subnet Mask

A road sign to the NetGuardian, telling it whether your packets should stay on your local
network or be forwarded somewhere else on a wide-area network.

Gateway

An important parameter if you are connected to a wide-area network. It tells the
NetGuardian which machine is the gateway out of your local network. Set to
255.255.255.255 if not using. Contact your network administrator for this info.

User Metric (Priority)

Used to prioritize one network over another (Net 1 vs. Net 2) when making an outbound
connection. The network gateway with the lower metric is the default gateway; the
network gateway with the higher metric is a fallback gateway.

DNS Server 1

Primary IP address of the domain name server. Set to 255.255.255.255 if not using.

DNS Server 2

Secondary IP address of the domain name server. Set to 255.255.255.255 is not using.

[Static Routes]

Options for creating a static route to a designated subnet through a specified gateway.
The "User Metric (Priority)" is used for prioritization similar to network behavior; any
matching static routes with a lower metric will be attempted before those with higher
metrics.

Advanced TCP Settings

Force Max TCP
Window Size

The defined TCP window size is used. (For low-bandwidth networks)

Maximum TCP
Window Size

Sets the TCP receive window size.

Note: DNS Server settings are required if a hostname is being used for ping targets.
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6.4 RADIUS

RADIUS (Remote Authentication Dial In User Service) is an industry-standard way to manage logins to many
different types of equipment in one central location. The G6 connects to your central RADIUS server. Every time a
device receives a login attempt (usually a username & password), it requests an authentication from the RADIUS
server. If the username & password combination is found in the server's database, an affirmative "access granted"
reply is sent back to the unit device, allowing the user to connect.

RADIUS

Global Settings

Retry 3
Time-out Szar

IPA 255,256, E65 255 (Disabled)
Part .

Secret

IPA 265,250, E65 255 (Disahled)
Port 15812

Secret

Provisioning > RADIUS

Global Settings
Retry Enter the number of times the RADIUS server should retry a
logon attempt
Time-out Enter in the number of seconds before a logon request is timed
out
Server 1 & Server 2

IPA Enter the IP address of the RADIUS server

Port Port 1812 is an industry-standard port for using RADIUS
Secret Enter the RADIUS secret in this field

After successfully entering the settings for the RADIUS server, the G6 Web Browser will prompt users for both a

Username and Password, which will be verified using the information and access rights stored in the RADIUS
database.

RADIUS logons are case-sensitive. If the RADIUS server is unavailable or access is denied, the master password
will work for craft port access only. Also, the "dictionary.dps" files (included on the Resource Disk) needs to be

loaded on the RADIUS server for access-right definition. If RADIUS is enabled on the G6, the local authentication
will not be valid.
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6.5 Serial Port

The Provisioning > Serial Port menu allows you to change settings depending on the port type of your G6. From
this menu, you can select a mode of operation and enable reach-through serial port functionality.

Serial Port Settings
e}

ID Description

1 |Serial Port 1 | Advanced <=

Location Port Configuration Reach-Through
Port Type: B Pairity: Stop Bibs:
(232w | 9500 | [ G-bit dats, no parity W | EE3 .

. || Enatls Amsch-

Serial Port 1, BTS hmad: BTS tail: Through

locaked nearest to |-3- | |-3 | i

Alarm 1. anE L¥EED

Mote: TS hesd and RTS tail configurations are in ms. Improperly configured Pead and
Laill times may produc= Bming issues wien oonfigured with an RS465 hsll-doplex

SD[.}S- [TCP »

connechion:
2 |Serial Port 2 | Advanced>>
3 |Serial Port 3 | Advanced==
4 |Serial Port 4 | Advanced>>
5 |Serisl Port 5 | Advanced==
6 |Serial Port & | Advanced>>
7 |Serisl Port 7 | Advanced==
8 |LCD Port Advanced <=
Location Port Configuration Reach-Through
LCD Port, located Fort Type: Saud: Parity: Stzp Sita:
next to unit fuses. 252w 115200 w 5-bit data, no parity v R
MNote: Values here : Enalis Reach-
should not be P:,TS heed: R,TS il Trrough
changed without ~ = Part: S
D'.".I'ECI'_'I;.D.".I _I':.I"D.I".I".I Ors Mote: TS hesd and RTS tail configurations are= in m=. Improperly configuered head and 3007 TCE  w
Tech Support. Lail imes may prodecs Gming msues when configured with an RS4BS half-duplex
Proceed? commectizn.

[Save |

The Provisioning > Serial Ports menu
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Location

Reminder that the primary serial port is located on the back of the unit chassis.

Port Configuration

Select the serial port for your build of the unit. Choose from

Port Type 232, 485...
Baud, Parity, and Stop Bits| Select the appropriate settings from the drop-down menu.
RTS Head Useful for RS485 serial connections, and especially
necessary when configuring 485 half-duplex.
RTS Tail Useful for RS485 serial connections, and especially

necessary when configuring 485 half-duplex.

Reach-Through

Enable Reach-through

Checking this box enables the port to be used as a
terminal server. Most commonly used to Telnet through the
port over LAN to a hub, switch, or router. From a
command prompt, type the following (note the spaces
between each entry):
telnet [IP address] [port]
Example: telnet 192.168.1.100 3000

Port Port number used for reach-through to a serial device.
Select TCP or UDP traffic to be passed through to a serial
Type device. Can also be set to "proxy" for establishing proxy

reach-through from a TTY interface.
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6.6 SNMP
The Provisioning > SNMP menu allows you to define and configure the SNMP settings.
SNMP
Get Community |dps_pu blic |
Set Community |-::Ips_public |
Read and Write Access [ SMWPYE, SMWMPYZz, 3nd SNMPY] & |
SNMPv3 Engine ID |20000572030010814HS0 |
sNMPvZUsers |
Id SNMPv3 Username Auth Type Auth Pass Priv Type Priv Pass
1| | [Nouth~] | | [NoPrive] | |
2l | [NoAuthw | | |  [NoPrivw] | |
3 | | [Nouth~] | | [NoPrive| | |
| Save

SNMP Menu

Global Settings

Get Community |Community name for SNMP requests.

Set Community [Community name for SNMP SET requests.

This field defines how the G6 may be accessed via SNMP. This can be set to the
following:

Read and Write |* Access Disabled- Restricts all access to unit via SNMP
Access SNMPv2c only- Allows SNMPv2c access only
SNMPv2c and SNMPv1-Only- Allows SNMPv1 and SNMPv2c access
SNMPv3, SNMPv2c and SNMPv1- Allows SNMPv3, SNMPv2c and SNMPv1 access
Fields in the Provisioning > SNMP settings




6.7 Notifications

From the initial Provisioning > Notifications menu, you will see which of the notifications are enabled, their
server, and schedule. Click on the Edit link for one of the notifications to begin configuration.

Once you've chosen which notification you want to setup, check the Enable Notification to turn it "on." Then
choose a notification method, either email, SNMP, or relay groups.

6.7.1 Notification Settings

Email Notification Fields

DPS Telecom

P

HVAC Controller G6

Netwark Monitoring Solutions Hoeme | Upload | Logout (admin)

User Profiles

Notifications

HVAC Alarm Assoc
HVAC Controls
HVAC Controller

b = m'U
5 AR
5} g 5
s : s
@ &

Notification 2 (Email)

SMTP Server IP or |

Host Name

Port (Usually Use - Note: When using TLS, most SMTP servers will require
25 SMTP or 587 D | Use TLS SMTP authentication. Also, ensure NetGuardian unit
for SSMTP) time is set to ensure server certificate validation.

"From" E-mail
Address (Global)
"To" E-mail | |
Address

How to authenticate
® Mo authentication
' SMTP authentication

User name
Update Password
Confirm Password

[remote@dpstele.nst |

| Back || Save and Next |

Editing Email Notification Settings
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Email Notification

SMTP Server IP or
Host Name

The IP address of your email server.

Port Number

The port used by your email server to receive emails, usually set to 25.

Use TLS

Check this box to use TLS encryption. Currently, this feature has been
tested with common email providers, like Gmail, Yahoo!, and others. As an
example, to send via Gmail SMTP server, do the following:

e SMTP Server IP or Host Name should be set to "smtp.gmail.com”

Port number must be set to 587.

SMTP authentication radio button must be selected.

User name and password (below under "How to Authenticate") are the
user name and password for the Gmail account in use.

"From" E-mail
Address

Displays the email address (defined in the Edit menu > System) that the
NetGuardian will send emails from. Not editable from this screen. For
interoperability with SMTP servers, this defaults to the authentication
username.

"To" E-mail Address

The email address of the person responsible for this NetGuardian, who will
receive email alarm notifications.

User Name Full email address for the Gmail account being used.
Password will be updated if the "Update Password" and "Confirm Password"
Password fields contain an identical new password. If these are blank, the password

will not change. If the two fields do not contain the same new password, an
alert message will appear when you attempt to save.
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SNMP Notification Fields

)o¥2> DPS Telecom HVAC Controller G6

Network Monitoring Solutions Home | Upload | Logout {admin)

Notification 2 (SNMP)

Provisioning

SNMP Trap Server |
EECEN -
User Profiles Trap Port No.
1]

CTa (Ul Use 162
DU oo Community |

:
ewinl pars ;I::l:;";}zser (see — .
TR S e
Notifications | Back || Save and Next |

Editing SNMP notification settings

SNMP Notification
SNMP Trap Server IP The SNMP trap manager's |IP address.
The SNMP port (UDP port) set by the SNMP trap manager to receive
Trap Port No. traps, usually set to 162.
Trap Community Community name for SNMP TRAP requests.
Trap Type Icglgrztss\./vhether you would like to send SNMP v1, v2c, v2c inform, or

6.7.2 Schedule

The notifications scheduling menu is where you will tell the G6 exactly which days and times you want to receive

alarm notifications. You set 2 different schedules for each.

Notification 1 (Schedule)
1d|Sun Mon [Tue Wed [ThulFri_[sat [Notification fime

Na | |u|a |o|a|a]|®
Any Time —~ ——— ——— " —— L

2 L3 @ [12~h|0 ~|min|[AM v|te |11 ¥|h[59 ¥ |min |PM v |
Any Time :

[ Back ” Save and Finish ]

The Schedule creation screen

Notification Scheduling

Days of the week From either Schedule 1 or 2, check which days you want to receive notifications.

Select this is if you want to receive alarm notifications at any time for the day(s)

Any Time you've selected.

Tells the unit to only send notifications during certain hours on the day(s) you've

Notification Time selected.
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6.8 Alarms

Discrete alarms are configured from the Provisioning > Alarms and Provisioning > Exp. Alarms menus.
Descriptions for the alarm points, polarity (normal or reversed) and notification type(s) are defined from this menu.
You also have the option to use Basic or Advanced configuration methods, explained in this section.

Alarms

Id Description Display Map

Rev.1 2 3 4 5 & 7 B8

1 |West A Failure | Advanced=<
On Set: Qual. Time:
On Clear: Qual. Type:
2 |West B Failure | Advanced==
3 |East A Failure | Advanced=>
4 |Esst B Failure | Advanced==
5 |Dentra| Failure | Advanced>>
6 |CGen Room HVAC Failure | Advanced==
7 |Z|:|ne 1 Smoke |Ad\ram:ed::-:=
8 |Zone 2 Smoke | Advanced==
9 |Gen Rioom Smoke | Advanced>>
10 |User Alarm 10 | Advanced==
11 |Llsr=r.-iJarm ik |Ad\ram:ed::-:=
12 |User Alarm 12 | Advanced==
| Save |
The Provisioning > Alarms menu
Basic Alarm Configuration
ID Alarm ID number.
Description User-definable description for the discrete alarm point.

Rev (Reverse)

Reverse: Check this box to reverse the polarity of the alarm point.

Unchecked (Normally Open): Alarm is clear when contact is open and set when
contact is closed.

Checked (Normally Closed): Alarm is clear when contact is closed and set when
contact is open.

Notification Devices

Check which notification device(s), 1 through 8, you want to send alarm notifications
for that alarm point.

Advanced Alarm Configuration (Advanced>>)

User-definable description (condition) that will appear for the discrete alarm input on

On Set Set. Example: "Alarm".
On Clear User-definable description (condition) that will appear for the discrete alarm input on
Clear: "Example: "Alarm Cleared".
Qual. Time (Qualification| The length of time that must pass, without interruption, in order for the condition to
Time) be considered an Alarm or a Clear.

Qual. Type (Qualification
Type)

Allows you to choose whether you want to apply the Qualification Time to the alarm
Set, Clear, or Both.
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6.9 Controls

The G6 control relays can be configured in the Provisioning > Controls and Provisioning Exp. Controls
menus. You can enter your own description for these relays and designate them to a notification device(s).

Controls
T s e e sV
Id Description Display Map 1 2 3 4 5 &6 T 8
13 |User Control 1 | Details< < L
Derived Description: | || Parse |
Momentary time (e.g. 300ms, 55, 1m):

14 |User Conirol 2 | Details==
15 |User Conirol 3 | Details>>
16 |User Conirol 4 | Details==
17 |User Conirol 5 | Details>>
18 |User Conirol & | Details==
19 |User Conirol 7 | Details>>
20 |User Control 3 | Details==
21 |User Control 9 | Details>>
22 |User Conrol 10 | Details==
23 |User Control 11 | Details==
24 |User Conrol 12 | Details== |
31 |Reserved | Details== [
32 |Reserved | Details>> =
33 |Reserved | Details== [
34 |Reserved | Details>> =
35 |Reserved | Details== [

i i : =

The Provisioning > Controls screen
Basic Controls Configuration
ID ID number for the control relay.
Description User-definable description for the NetGuardian's control relay.
Details: Derived Define simple if-then automation for this relay. Leave blank for pure manual
Description operation. (see "Derived Controls" section for details and syntax)

Details: Momentary Time

of 600 seconds.

Control on time (in milliseconds) when you execute the MOM command. Max limit

Notification Devices

for the control relay.

Check which notification device(s), 1 through 8, you want to send alarm notifications




38

6.9.1 Derived Controls

The G6's derived controls can be configured in the Edit > Controls screen. Each control can be configured for
derived control. Click on Detail to show the derived controls setting. Enter in a derived control equation into the

Derived Description field. Click on Parse to issue a parse command. The parse command is a test that will attempt

to parse the derived control equation. It will return with a "Parse Successful!" or "Parse FAILED!" message. If
"Parse FAILED!" is returned, there is an error in the syntax of the equation.

Controls

e Y S Y ||
Id Description Display Map 1 2 3 4 5 &6 T 8
13 |User Control 1 | Details< < L

Derived Description: | || Parse |
Momentary time (e.g. 300ms, 55, 1m):

14 |User Conirol 2 | Details==

15 |User Conirol 3 | Details>>

16 |User Conirol 4 | Details==

17 |User Conirol 5 | Details>>

18 |User Conirol & | Details==

19 |User Conirol 7 | Details>>

20 |User Control 3 | Details==

21 |User Control 9 | Details>>

22 |User Conrol 10 | Details==

23 |User Control 11 | Details==

24 |User Conrol 12 | Details==

31 |Reserved | Details== [

32 |Reserved | Details>> =

33 |Reserved | Details== [

34 |Reserved | Details>> =

35 |Reserved | Details== [

I Configure derive Controls in the Edit menu > Clontrolé screen > Details > Derived Description

Virtual alarms and control relays can be created from derived formulas using the following operations:
_OR: Set the current operation to OR.

_AN : Set the current operation to AND.

_NO : Set the current operation to NOT

_XR : Set the current operation to XOR.

D : Tag to change the active display number.

C# : Used as a constant where # is either a 1 or a 0.
. 2 Used like a comma to delimit numbers.

- : Used to specify a range of points.

S : Used like an open parentheses.

F : Used to end or close parentheses (All open parentheses must have a matching close parentheses).

(Spaces included here are for readability purposes only.)

o Precedence of the operations are always left to right unless using S and F for parentheses.
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¢ All number references can either be one or two digits.

_OR D1.3-5 is logically equivalent to (1.3 ]| 1.4 || 1.5)

_AN D 1.3-5 D2.6 _OR D3.7 is logically equivalent to ((1.3 && 1.4 && 1.5 && 2.6) || 3.7)

_OR D01.03-05 D02.06 _AN D02.07 D03.10.-12 is logically equivalentto ((1.3 || 1.4 || 1.5 ] 2.6)&&
(2.7 && 3.10 && 3.12))

_AN D1.3-5D2.6_OR.7D3.10.12 is logically equivalentto ((1.3 && 1.4 && 1.5 && 2.6) || 2.7 || 3.10 ||
3.12))

_AN D1-2 : Control will parse

_OR S_AND1.1-2FS_AND1.3-4F is logically equivalent to (1.1 && 1.2) || (1.3 && 1.4)

_OR C1 D1.1 is logically equivalent to (1 ]| 1.1)

6.9.2 Derived Expansion Controls
NOTE: This menu option does not appear unless an expansion unit has been connected to your base G6.
Derived Expansion Controls have the same functionality as Derived Controls. They are added as part of an

expansion unit, such as the NetGuardian E16 DX G2, which extends your available quantity of control relays.
When available, they will appear on this additional page of control relays.
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6.10 Sensors

In this section, you can find the settings for your D-Wire Sensors. Most DPS sensors are automatically
detected and NOT configured (highlighted yellow in the web browser) when plugged into your DPS
remote. Once your sensor is plugged in, you will need to configure it using the ROM ID and sensor
description you wrote down earlier when plugging the sensor in (section Installing Your Sensors).

D-Wire Sensors

e The HVAC Controller supports up to 32 daisy-chained D-Wire sensors via its D-Wire input. Sensors
connected to the HVAC Controller will appear on the web interface. The background color of the
ROM field informs the user of the sensor's configuration state.

¢ One of the HVAC Controller's D-Wire sensor IDs is reserved for the internal temperature. The
internal temperature sensor measures a range of -40° F to 180° F (-40° C to 82.2° C) within an
accuracy of about £ 2°.

¢ Basic configuration for the HVAC Controller's D-Wire temperature sensors can be accomplished
from the Provisioning > Sensors menu. From this screen, you can configure D-Wire sensors, select
notification devices, and set thresholds.

Note: HVAC Fail alarms are associated with the thresholds of the vent sensors. To avoid getting HVAC
Fail alarms, when you configure the vent sensors, be sure to also configure their thresholds. The
thresholds should be set to be the Max (Minor Under for cool mode and/or Major Over for heat mode)
and Min (Major Under for cool mode and/or Minor Over for heat mode) accepted temp range.

Sensors (| - detected and configured - detected and NOT configured ] - NOT detected and configured
B - sensor type NOT supported )

Rediscover

Id ROM ID Description Display Map 1 2 3 45 6 7 8
1 |[28b816caDdDD006a | |Chassis Tempersture | Details>>
2 |282664f0b000062 | |Zons 1 Indoor Ambient 1 | Details< <
Thresholds:

Record Freg: | o | MjU:

: : Mn: 4200
Deadband: Temperature Units: n
Qual. Time: 25 OB
Qual. Type: My 155.00

Post On: [ All Thresholds  w |

Analog Gauge Type:

=
None : | l]l_l . I||I
b4 - i
3 _ |2c:n-52|nu:h:u:ur.é-.mt:-i&nt1 |Details:h:=-
a [ o 2 Humidity | Details>>
5 |281d3e31050000d0 | | | Details==>
6 |

| | Details==
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Sensors

ID

The sensor point number

ROM ID

The ID number found on the sticker of the temperature sensor node. Your
HVAC Controller will automatically detect the sensor ID when you plug a
sensor into the unit. The color of the sensor ID field will tell you the status
of the connected sensor.

Green - The sensor is connected and properly configured.

Yellow - The sensor is connected but has not yet been configured (fill in
your configuration fields and click Save to configure the sensor).

Red - The sensor is not detected and configured (i.e. a previous configured
sensor is no longer connected).

Blue - The sensor is not supported by the HVAC Controller.

To reconfigure or disable the Sensor ID, simply delete any data in this field
and click Save.

The unit will refresh the sensor ID on that channel.

Description

User-definable description for the sensor channel.

Notification Devices

Check which notification, 1 through 8, you want to send alarm notifications
for that alarm point.

Details

Record Frequency

The amount of time, in minutes (min) or seconds (s), between each
recorded sensor value.

Deadband

The amount (in native units) that the channel needs to go above or below a
threshold in order to cause an alarm.

Qualification Time

The length of time that must pass, without interruption, in order for the
condition to be considered an Alarm or a Clear.

Qualification Type

Allows you to choose whether you want to apply the Qualification Time to
the alarm Set, Clear, or Both.

These settings are set to indicate the severity of the alarm depending on

Thresholds which threshold values have been passed. Enter values for Major Under
(MjU), Minor Under (MnU), Minor Over (MnQO), and Major Over (MjO).
Post On Select the threshold alarms to post: All thresholds, Major Only, Minor Only,

Major Over Only, Major Under Only.




42

6.11 HVAC Units
Provisioning > HVAC Units

The G6 can configure 6 different HVAC units into 4 HVAC zones where they can be assigned. Each unit can be
assigned in multiple zones. When configuring the HVAC units, it is recommended to use central units that occupy
multiple zones as "Lag Only" and assign HVAC units that only occupy a single Zone as Cycle Lead. At all times, it
is best to maintain at least one Lead HVAC unit in each Zone.

HVAC Units
HVAC Unit 1 [Collapse] | West A |
Unit Test | Test Cool (5m) || Tum OF | | Test Heat (5m) |
Lead Behavior ® Cycle Lead/Lag ' Lag Only
Lead Cycle Time
Lag Priority = Mormal L Low (Backup/Aux)
Fan Mode | Controller Default |
HVAC Unit 2 [Advanced] | West B |
HVAC Unit 3 [Advanced] | East & |
HVAC Unit 4 [Advanced] |East B |
HVAC Unit 5 [Advanced] | Central |
HVAC Unit 6 [Advanced] | Generator Room |
[save |
HVAC Units
HVAC Unit # User defined name of HVAC unit.
5 minute tests of Cool/Heat will override the zone behavior and any "warm-up" or
Unit Test "cool-down" periods. "Turn off" is an option to force off a specified unit; this results in

the unit having to wait for the configured cool-down time before being allowed to cool
or heat again.

Lead Behavior

Cycle Lead/Lag = Can be assigned Lead if available
Lag Only = Will never be assigned as Lead

Lead Cycle Time

Amount of time before lead HVAC is tagged out for a new unit

If Low is selected, then this HVAC will only be activated once all other HVACs of

Lag Priority normal priority have been chosen and there is still a need to activate another unit.
Fan Mode relates to an HVAC units blower behavior: "Controller default" means that
the blower will be on only if cooling or heating. "Always on while lead" will keep

Fan Mode blower on if the unit is a lead unit, even when cooling or heating is not enabled.

"Always on" will turn the blower on permanently, unless some other error condition
forces the blower off (e.g. presence of smoke, HVAC unit reports a fault).
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6.12 HVAC Alarm Association

The alarm impulses from the HVAC Zones are abstracted from physical inputs, through virtual controls 49-64
("Controller Special Function Inputs").

This allows us to create combinations of different alarm points through the derived control interface, allowing more
complex alarm input behavior if needed.

Auto Association will automatically populate a simple derived control based on a discrete alarm input. Select the
desired discrete alarm input(s) for the HVAC function(s) and click 'Associate' to generate the appropriate derived
control to link a discrete alarm to the HVAC Controller.

Manual Association allows you to manually parse a derived control for the indicated HVAC function, and allows
you to notify on these virtual points as well.

6.13 HVAC Controls

This section contains the set of control relays that are dedicated to HVAC unit control relays. This are separate
from the general-purpose controls.

HVAC System Relays

Id Description Display Map i 2 3 4 5 6 7 8

| HVAC 1 Compressor

2 [HVAC 1Blower
3 |HVAC 1 Heater
4 |HVAC 2 Compressor
5 [HVAC 2 Blower
6 |HVAC 2 Heater
7 [HVAC 3 Compressor
8 [HVAC 3 Blower
9 |HVAC 3 Heater
10 |HVAC 4 Compressor
11 [HVAC 4 Blower
12 [HVAC 4 Heater
25 |HVAC 5 Compressor
26 |HVAC 5 Blower
27 |HVAC 5 Heater
28 |HVAC 6 Compressor
29 |[HVAC 6 Blower
30 |HVAC 6 Heater
[Save

Provisioning > HVAC Controls

HVAC/Base Controls

Num

ID number for the control relay.

Description

Description for the HYAC Controller's control relay.

Notification Devices

Check which notification device(s), 1 through 8, you want to send alarm notifications
for the control relay.
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6.14 HVAC Controller

See the Lead/Lag Behavior section for information on the HVAC's cooling and heating logic.

HVAC Controller

HVALC Zone HWAC Zone 1w

B1-wWestaA
2-WestB
- L |2 - East A
Unit Association "4 - East B
E 5 - Central
"6 - Generator Room
_ o Commercial Power: | Mo Limit e
AR TR TS Generator Pawer:
Zone Role Cool Heat ® Auto

Standard Mode Temperature Targets

Begins cooling Any ambient sensor above E
Stops cooling All ambient sensors below E
Begins heating Any ambient sensor below EI E

Stops heating All ambient sensors above E

Standard Temp Control (Cooling)

Standard Temp Control {(Heating)

Comfort Mode Temperature Targets

Begins cooling Any ambient sensor above E
Stops cooling All ambient sensors below E
Begins heating Any ambient sensor below E
Stops heating All ambient sensors above 5

Comfort Mode Duration Use Comfort temperature targets for
Lead /1L ag Configuration

Comfort Temp Control {Cooling)

Comfort Temp Control (Heating)

After El [Minis) w |: Zone calls next lag unit only if there is

Lag Call an ambient sensor above the high threshold (when cooling) or
below the low threshold (when heating)

Mote (Lag Support to finish run cycle): If a zone is running and all ambient sensors are below the high
threshold but have not reached the low threshold (when cooling), or above the low threshold but have not
reached the high threshold (when heating), a lag unit is called after 2 hours as support to finish a run cycle, so
the zone is not perpetually running.
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Lead Adjustment Configuration

" Adjust Lead Swap Date/Time
Swap Date/Time Aug v L P25 DF 2029 w |11 v [2{ 00w | [ AM v
Swap Timestamp Configuration [?] Maintain Swap Time Record Swap Time

= = e

ndoor Temperature Sensors

Ambient 1 [ 2556640000062 - Zone 1 Indoor Ambient 1w |

Ambient 2 [ ~MNo Sensor Selected— w |
Ambient Sensors

Ambient 3 | ~Mo Sensor Selected— w |

Ambient 4 [ ~Mo Senzor Selected— v |
Vent Temperature Moniboring

Unit 1 Vent [ 285664f00000062 - Zone 1 Indoor Ambient 1w |

Unit 2 Vent | ~Mo Sensor Selected— w |

Unit 3 Vent [ ~Mo Senzor Selected— v |
Vent Sensors

Unit 4 Vent [ -Mo Senzor Selected— |

Unit 5 Vent | ~Mo Senszor Selected— v |

Unit 6 Vent [ ~MNo Sensor Selected— w |
HVAC Failure Threshold [?] Failure when not ' F  beyond target temperature.
Outdoor Temperature Sensors

Ambient 1 [ ~Mo Sensor Selected— v |
Ambient Sensors

Ambient 2 [ -MNo Sensor Selected— w |
Generator Configuration

'# Disable . Enable
Generator Warm-up Time (0s-60m): [0 |

Cool-down Time (0s-60m): D
Update Generator Control Assodation
Generator Run Output | Select Control Qutput (Mo changs) |

Generator Load Apply Output | Select Control Cutput (Mo changs) w |

Save
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HVAC Zone

HVAC Zone

Select which zone to configure.

Unit Association

Assign HVAC units to the selected zone. Units can be assigned to
multiple zones. A zone with no assigned units will appear as "Not
Configured" or "Suspended" in monitor interfaces.

Operational Limit

Restricts the number of HVACs that can be active under
commercial or generator power.

Standard Mode Temperature Targets

Standard Temp Controller (Cooling)

Set the temperature thresholds at which HVACs will begin and end
cooling

Standard Temp Controller (Heating)

Set the temperature thresholds at which HVACs will begin and end
heating

Comfort Mode

Comfort Mode

Similar to Standard cooling, comfort mode is designed to hold
ranges more comfortable for people when they are within the
HVAC Zone.

Comfort Mode Duration

Time Comfort Mode will be active before switching to Standard
Mode.

Lead Adjustment Configuration

Adjust Lead Swap Date/Time

Select this to change the timestamp of last swap. Useful for testing
purposes: by setting timestamp to 24 hours before the current
timestamp, you can trigger the lead swap.

Swap Date/Time

Timestamp of the last HVAC lead swap.

Maintain Unit Swap Time

When updating lead unit, swap time will be updated by adding the
previous lead unit's cycle time. This mode is better for scheduling
lead cycles at a fixed time; this mode prevents an expected forward
drift in swap date/time that accumulates when lead swap is delayed
due to HVAC zone activity at time of swap.

Record Unit Swap Time

When updating lead unit, swap time is set to the current unit time.

Indoor Temperature Sensors

Ambient Sensors

| Sensors used to monitor temperature within the HVAC Zone.

Vent Temperature Monitoring

Vent Sensors

Sensors used to monitor how effective the HVAC is at reaching
target temperatures.

HVAC Failure Threshold

Triggers a failure alarm when the vent sensors are not within the
threshold.

Outdoor Temperature

External Sensors

Optional sensors to monitor temperatures outside of the HVAC
Zone.

Generator Configuration

Generator

Enable if your HVAC environment will rely on generator power,
otherwise disable.

Warm-up Time

The length of buffer time between when the generator starts
running and when the the generator is ready to handle the power
load.

Cool-down Time

The length of buffer time between when the generator load apply is
switched off and when the generator stops running.

Update Generator Control Association

Generator Run Output

Assign the control you want to use to turn on and off the generator.

Generator Load Apply Output

Assign the control you want to use to turn on and off generator load
apply.
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6.15 Ping Targets

The Provisioning > Ping Targets menu allows you to configure the Description, IP Address, and Notification
Devices for each of your ping targets.

DPS Telecom

Network Monitoring Solutions

HVAC Controller G6

Home | Upload | Logout (admin)

Provisioning

Ping Targets

EE———————————_—_—_—_,_,_,,_,_,——————
Id Enab Description Display Map

Server (IP or Hostname) 2 3 45 6 7 8

1
S 1 [target 1 | [10.0.1.175 |
nemet [ : -
wows [ i i
— | e
ETNN - | =
s i Y [ ] Y
The Provisioning > Ping Targets menu
Provisioning Ping Targets
ID ID number for the ping target.
Enab Check this box to enable the ping target.
Description User-definable description for the ping target.
Server (IP or IP address or hostname of the device you would like to ping.
Hostname)
e o . Check which notification device(s), 1 through 8, you want to send alarm
Notification Devices notifications for ping target.
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6.16 Modbus Devices

Modbus Devices

Modbus Interrogator Global Setting

Modbus Poll Delay ms (10 - 16000)
Modbus Poll Timeout sec (1 - 255)
Send Motification on every register update | Readme
Send Modbus Data via DCP [ Readme
Id Device Type Description
1 | Testing | Details==
2 | Test 2 | Details= =
3 | Test 3 | Details==
4 | Test 7 | Details>>
| Save |

Mote: Configure "Serial Port" settings for serial connection.

The Provisioning > Modbus Devices

Global Settings

Modbus Poll Delay [Delay between Modbus polls in milliseconds.

Modbus Poll

- Time duration before the Modbus repsonse time fails in seconds.
Timeout

Send Notification
of every register
update

This option is used to send a notification whenever a Modbus register is
polled. If the poll delay is too low this may cause some notifications to be lost.

Device Settings

ID Modbus device ID.

Device Type Modbus device type.

Connection TCP or Serial connection.

Host Name or IP |IP used for polling when using TCP Modbus. Unused otherwise.

TCP Port or Serial [TCP or physical serial port used when performing Modbus polling.
Port

Modbus Address |Address of Modbus device.

Device Register [Amount to offset "Modbus Address" by.
Offset

Threshold Mode [This will configure different threshold values based on Modbus register values.
Threshold mode options:

1) "standard thresholds" - default threshold setting. Only one value of
thresholds will be used

2) "ldle/Running Thresholds: Status Register" - device idle thresholds will be
triggered based on the value of a status register.

3) "ldle/Running Thresholds: Point Reference" - device idle thresholds will be
triggered based on the value of a point reference.
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6.17 Modbus Registers

Modbus Registers
(Read: Coil Status FC=01, Input Status FC=02, Holding Registers FC=03, Input Registers FC=04)
Save
T T s S |
Id Modbus Device Description Display Map 1 2 3 45 6 T8
Page | Read | Expand Details=> Collapse Details<< ]
3 e | | Test Register | 2
Details== i
) Register Attributes:
lFGI;:nctmn Code: | T S T L Thresholds:
[ .
ording Settings: Mumber of Bits: MLk
Shnble Frecuitys Integer ® Floating Point MnU: -m
Event Qualification: Unsigned ® Signed MnO: |35.00
Qual Time: [oms__ e
Qual. Tyee: f Deadband:
e —
5 e | | Test Register 2 | =
Details>=>
- e | | Test Register 3 | o
Details>>
4 Disabled + | [ Test Register 7 | 0
Details>=>
5 Digabled W | - | {_
Details==
[ Disabled v | . | L
Details= =

I I
The Provisioning > Modbus Registers
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Basic Configuration

ID Modbus register ID
Modbus Device |Modbus device settings used when polling.
Description User-definable description for the Modbus register.

Notifications

Check which notification device(s), 1 through 8, you want to send alarm
notifications for that Modbus register.

Details

Function Code

Modbus function code to use when polling device

Event Qualification

Qual. Time Threshold must be crossed for this length of time before alarms is triggered.
(set to 0 to deactivate)
Qual. Type Determines which actions Qual Time applies to.

Recording Settings

Stable Frequency |Frequency used when logging response history.

Register Attributes

Register Number

Register to be polled.

Number of Bits [Number of bits used to mask the response value.
Integer/Float Interpret response value as an integer for a float.
Unsigned/Signed |Interpret the response value as signed or unsigned.
Byte Order Byte ordering of response from Modbus device.
Scaling Scaling factor that the response value is multiplied by.
Units Units displayed with the response value.

Thresholds

MjU (Major Under)
MnU (Minor Under)
MnO (Minor Over)
MjO (Major Over)

Threshold settings that, when crossed, will prompt the unit to set an alarm.
Recorded values less than an under value or greater than an over value will
cause alarms.

NOTE: If the user has one of the Idle/Running threshold modes selected in
Device settings then there will be two sets of thresholds displayed here. If
Standard Thresholds is selected there will only be one.

Deadband

The additional qualifying value the G6 requires above/below your alarm
thresholds in order to set an alarm.




6.18 System Alarms
See "Display Mapping" in the Reference Section for a complete description of system alarms.

System Alarms

Pnt Description Display Map
33 Unit reset

34  NTP failed

35 Timed tick

36 Serial Rev full

37 Dynamic memory full

iiiig

b

28  Notification 1 failed
39  Notification 2 failed
40  Notification 3 failed
41  Notification 4 failed
42  Notification 3 failed

43  Netification & failed Clear
44 Notification 7 failed Clear
45 Notification 8 failed
46 HVAC Zone 1 Total Failure
47 HVAC Zone 2 Total Failure Chear
48 HVAC Zone 3 Total Failure
49 HWVAC Zone 4 Total Failure Chzar
51 [E=pansion 1 failed
54 DCP poller inactive _
57 Default configuration
58 Dipswitch Configuration
50 MAC address not s=t
60 IP address nct set Clear
61 LAN hardware emror Clear
62 SNMP processing error
63 SNMP community error
64 LAN TX pecket drop Clear
The Provisioning > System Alarms menu
Editing System Alarms
Pnt (Point) The system alarm point number
Description Non-editable description for this System (housekeeping) Alarm.
Silence Check this box to choose to silence this alarm.
e o . heck which notification devi 1 through want t nd alarm
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6.19 Timers

Enter the amount of time in seconds (sec) or minutes (m), in each value field and click Save.

Timers

Bt il
Web Refresh (1s5-60s):

How often web browser is refreshed when in monitor mode.
Sound Duration ([ 0s-30m, Os=off)

How long the spesker will sound when a reportable alarm occurs,

DCP Poller Timeout {1m-30m, Os=off):
DCP polls must be received within this time interval or the DCP poller inactive alarm will |Smin |

[1z2c |

[zec |

ZEt,

Ping Cycle (S5-30m, Os=off): [amin |
Time interval betwesn each ping cyde {0 seconds disables, 30 seconds minimum)

Web Timeout {1m-20m): [1Zmin |
Mzximum idle time allowed before the web interface will automatically logout. =

HVAC Startup Delay (1m-20m)

Time between RTU power an and when HVAC Controller is able to process senser [imin |
status, Mote that HVAC units may not immediately go active after this time, as HVAC

minimum offtime is also enforced on startup.

HVAC Qualification Delay {15-155)

Qualification Timer when an HVAC unit is switching modes (e.g. Idle to Cocling). This is

the amount of time that passes betwesn an impulse to change state (e.g. High Temp [Tmin

Cooling Set, HWAC test button press) and when the new state is physically activated:;
this can serve as an additienal buffer in cartain cases, such as an additicnal delay
between a generator load apply signal and a following cooling trigger.

HVAC Trigger Delay (Global) (05-5m)

Minimum trigger time between HVAC Units entering into Heating or Cooling mode. This
will prevent a steep current spike if multiple zones simultanecusly enter into cooling [ 1emin |
made; where multiple compressors could be enabled in a short span of time; in this
case, subsaquent cooling calls will be delayed until the trigger delay timer elapses.
HVAC Minimum Offtime {1m-30m)

Enfarced minimum off time for HYAC unit after running. Note this dees not apply to [Isec |
comfort mode and HVAC tests.

HVAC Minimum Runtime [1m-20m)
Enfarced minimum run time for HYAC unit when it begins running. Mots this does not [ Jsec |
apply to comfort mede and HVAC tests.

Proxy Timeout (Sm-20m)

Inactivity timeout that applies to serial proxy reach through connections established

from the Craft or Telnet/SSH interface; 2 proxy connection will be expired after |Os=c |
receiving no data for this period.

Timed Tick {0s5-60m, O0s=off): =

This is a 'heartbeat’ function that can be used by masters who don't perform integrity

checks.

Timed Tick Variation [used for daily or weekly timed tick): [Tsec

Format: Day of Week [optional}, Time of Day (military time}, Duration,
For example: "Mon, 17:10, 10min" or just "17:10, 10min”.

Use this format to toggle "Timed tick” system alarm at specified time and for specified
duration. "Timed tick”™ alarm will be in Alarm for specified duration at a specified time.

Save |

The Provisioning > Timers menu
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6.20 Date and Time

Date and Time

Date

Time

Month [Aug w | Day [25 w | Year 2021 |

Hour [T | Minute
Sat Linit Time |

Automatic Time Adjustment (NTP

Enable NTP
NTP Server Address or Host

Mame
Time Zone

|pool.ntp.org |

| EMT-05:00 Pacific Time w

[ TestNTF |

Month Weakda H
ALy |!'.-;:r‘v | |S2cond Sﬁnda:.r w |
End Da Month Weekday Hour
¥ [Fow W | [First Sunday W |
| Save |
The Provisioning > Date and Time menu
Unit Time
Date Set today's date.
Time Set the current time.
Automatic Time Adjustment (NTP)
Enable NTP Check this box to enable Network Time Protocol.

Enter the NTP server's IP address or host name, then click Sync.

NTP Server Address or Host Name| Example: us.pool.ntp.org. Note: Make sure to configure DNS before using

host name instead of |IP address.

Time Zone Select your time zone from the drop-down menu.
Adjust Clock for Daylight Saving Time (DST)
Enable DST Check this box to have the NetGuardian observe Daylight Saving.
Start Day Select the month, weekday, and time when Daylight Savings will begin.
End Day Select the month, weekday, and time when Daylight Savings will end.
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7 Monitoring via the Web Browser

Monitoring mode provides an interactive look at the status of the HVAC Controller. Click on the blue Monitor
button on the left to expand the Monitoring list.

DPS Tele

com HVAC Controller G6

Network Monitoring Solutions Home | Upload | Logout {admin)

-

Monitor

Standing Alarms Alarm Overview
Alarm Overview

HVAC Controller G6 Display Map

Id Description State
HVAC Controller ;
: West A Faiure
Ping Targeis Z
Modbus Registers :
3 East A Failure Clear
System Alarms -
= 4 East B Failure Clear
Alarm History -
5 Central Failure Clear
6 Gen Room HVAC Failure Clear
7 Zone 1 Smoke Clear
8 Zone 2 Smoke Clear
Provisioning 9 Gen Room Smoke Clear
10 User Alarm 10 Clear
11 WUser Alarm 11 Clear
12 User Alarm 12 Clear

Controls

Id Description State Command
1 HVAC 1 Compressor Released
HVAC 1 Blower Released
HWVAC 1 Heater Released
HVAC 2 Comprassor Released

AW oN

b
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7.1 Standing Alarms

This selection provides an top-level summary of the unit and any detected problems. It's an excellent place to start
when accessing the web interface to monitor your systems.

HVAC Controller

Ping Targets
Modbus Registers

Routing Table

= | A =
g 3 FITH
: Ak 7 FH
-
: Tz 2|
5| < |F
A ga

Standing Alarms

HVAL Controller G6 Display Map

Sensors
ROM ID Key: { - detected and configured ] - configured but NOT detected )
Id ROMID Description Thresholds Reading
2 _ Zore 1 Indoor Ambient 1 _
3 _ Zone 2 Indeor Ambient 1 _
s D o 2 <oy =

Click "Standing Alarms" to view a summary of active alarms and important analog values.
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7.2 Alarm Overview

This screen provides an expanding/contracting "accordion-style" view of your alarms, controls, sensors, and more.
This is handy when you want to see multiple items at once, such as the immediate effect of alarm states on your
automatic Derived Control outputs.

Alarm Overview

HVAC Controller G6 Display Map

5
Ping Targets

Modbus Registers

System Alarms

Click "Alarm Overview" to access this list of alarms, controls, and other status information. More information is
available here in one glance than in the more detailed sections of the left-pane menu.
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7.3 Alarms

This selection provides the status of the base and expansion alarms by indicating if an alarm has been triggered.
Under the State column, the status will appear in red if an alarm has been activated. The status will be displayed

in green when the alarm condition is not present.

Alarms

Id Description Display Map
West A Failure

West B Failure

East & Failurs

East B Failur=

Cantral Failurs

Gen Room HVAC Failure
Zone 1 Smoke

Zone 2 Smoke

L= - I N R = TR R - U % R

i

||

Gen Room Smoke
10 User Alarm 10
11 User Alarm 11
12 User Alarm 12

Click on Alarms or Exp. Alarms in the Monitor menu to see if any discrete alarms have been triggered.

g

o
i

EQ

EE|ﬁii

|

b

i

Expansion Alarm Monitoring

ID Alarm ID number.

Description User-definable description for the discrete alarm point.

State The current state of the alarm. (Clear or Alarm; user-defined in Provisioning section)
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7.4 Controls

Use the following rules to operate the G6's control:

1. Select Controls (or Exp. Controls) from the Monitor menu.

2. Under the State field, you can see the current condition of the control.

3. Toissue the control, click on a command (OPR - operate, RLS - release, or MOM - momentary)

Controls
N
Id Description Display Map State Command
[hurdp

1 HVAC 1 Compressor Relgssed
2 HVAC1 Blower
3 HVAC 1 Hester
4 HWVAC 2 Compressor Relessed
5 HWAC 2 Blower Feleased
6 HWVAC 2 Heater Relessed
¥ HVAC 3 Compressor Relessed
8 HVAC 3 Blower [Feleszed |
9 HVAC 3 Hester Relgssed
10 HVAC 4 Compressor
11 HVAC 4 Blower
12 HVAC 4 Heater Relessed
13 User Control 1 IEIIEII@I
14 User Control 2 [oPR | [RLs | [mom ]
15 User Control 3 [oFr | [RLs | [ mom ]
16 User Control 4 [oPR ] [RLS | [ oM |
17 User Control 5 [oPR][RLS | [ oM ]
18 User Control 6 [oFR | (RS | o)
19 User Control 7 [Reles=ed | [OFR|[Ris|[mowm]
20 User Control 8 [Rele==ed” | [OFR|[FLS ][ moMm]
21 User Contral 8 [‘oFR | [RLS | [ o )
22 User Control 10 [oPR | [RLs | [mam ]
23 User Control 11 [oPrR | [RLs | [mow ]
24 User Control 12 [orrR | [RLs | [ Mom

P (urtp
25 HVAC 5 Compressor Relgzsed
26 HVAC 5 Blower
27 HVAC 5 Heater
28 HVAC & Compressor Relessed
29 HVAC 6 Blower
30 HVAC & Hester Relessed
31 Reserved [oPR ] [RLs | (oM

View and operate control relays from the Monitor > Exp. Controls menu

Expansion Control Relay Operation

ID ID number for the control relay.
Description Description for the unit's control relay defined in the Provisioning > Controls menu.
State Status of the control relay. Can either be Released or Latched.
OPR - Latch the relay.
Command RLS - Release the relay.

MOM - Momentarily latch the relay, then automatically release the relay. The
duration of the latch is defined in the Provisioning > Controls menu.




7.5 Sensors

This selection provides the status of the system's sensors by indicating if an alarm has been triggered. The
Monitor > Sensors screen provides a description of each sensor, the current reading, the units being read, and
alarm conditions (major under, minor under, major over, minor over) according to your temperature settings. If
configured under Provisioning > Sensors, your sensor values will be displayed as a graphical gauge. Selecting
Table View will display a non-graphical interface of your values.

Sensors (Gauge View)

r

{ 1l - detected and configured | - configured but NOT detected )

Id ROMID Description Display Map Thresholds Reading

1 [235816ca0dl00082 | Chassis Temperature [Mone | [31.15F |
2 [EESSSNEENN Zore 1 Indoor Ambient 1 L [omaa—
3 SRS Zove 2 Indoor Ambient 1 B
+ [N Zone ? Humidity =
| | [Mone | [0.o0 |
6 | | [Mone | [0.00 |

The Monitor > Sensors menu
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7.6 HVAC Controller

The HVAC Controller in the Monitoring menu gives you a quick overview of the status of your HYAC Controller.
The Control, Temperature, HVAC Units, and Status views can be toggled between show or hide.

In the event that your HVAC Controller is unable to read the temperature sensors, a warning message "Using
Internal Temp Sensor as Ambient" will appear.

HVAC Controller

[ Standard - Idie | [ Toggle Comfort Mode |
Cooling Settings  Low: Current: | BREG |  High:
Heating Settings  Low: Current: | BREG | High:
Outdoor Ambient - j———
Indoor Ambient (NN 2 [ - ] [ - 1 [~ ]
Chassis Internal
ML Yo [ﬁﬁti [wuﬁi LE:?:;. I.E.IE|I-|s|tt- E %E.::EI} Eeﬂifrgr
e . [ - ]| | | i il |
Unit Zone [ #wailable | [ Zoned | [ ZoneZ | [ Reswicted | | Awailsbie | [ Zoned |
Unit Role (= =] e I = |
Unit Control [ e [ we | [ wHe | [ & || b | [ HE |

Alarm Bits Status Bits

Zone Status Bits

ERO000000000MOCOOO0O0OxKOOOO

The Monitor > HVAC Controller menu
Note: Zone Status Bits will reveal context information when you mouse over them!
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7.7 Ping Targets

Ping Targets can be viewed by going to Monitor > Ping Targets. Here you can view the state (either Clear or
Alarm) for each of your configured Ping Targets.

Yoo DPS Telecom HVAC Controller G6
Network Monitoring Solutions Home | Upload | Logout (admin)
Ping Targets
HEGVISIOMNIEH Id Enab Description Display Map Server (IP or Hostname) 1 2 2 4 5 6 7 8
2 cocion 1 [target 1 | [10.0.1.175 |
User Profiles 2
2| (Ol L | ®
= (|| | | | |®
| | | O
S| | =
= - [ [ ] 1M
View the status of Ping Targets from the Monitor > Ping Targets menu.
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7.8 Modbus Registers

Modbus Registers | Enable Tes: Mods |

Id Description Display Map Thresholds  Reading Last cycle ended
1 Test Register [ Disatied| | o] | Diiszbled]|
2 Test Register 2 [ Disabiled| | o] | Diisabled|
2 TestRegister 2 [ Cissbled] | ]| Disablzd]|
4 Test Register 7 [ Dissbled] | o] | Disablad]|
5 [ Dissbled] | ]| Disablad]|
[ [ Dissbled] | o] | Disabled]|
7 [ Dissbled] | o] | Disabizd|

Monitor > Modbus Registers

This selection provides the status of the Modbus registers being polled by the unit. The Monitor > Modbus
Registers screen provides a description of each Modbus register, the current response value along with the units,
and alarm conditions (major under, minor under, minor over, major over) according to your settings.



7.9 System Alarms

System alarms are not-editable, housekeeping alarms that are programmed into NetGuardian. The Monitor >
System Alarms screen provides the status of the system alarms by indicating if an alarm has been triggered.
Under the State column, the status will appear in red if an alarm has been activated. The status will be displayed
in green when the alarm condition is not present.

See "Reference" > "System Alarms" in this manual for a complete description of each system alarm.
System Alarms

Pnt Description Display Map State

33 Unit reset
34 NTP failed
35 Timed tick
36 Serial Row full Clear

37 Dynamic memory full
38 Notification 1 failed
39 Notification 2 failed
40  Notification 3 failed
41  Notification 4 failed Clzar

42  Notification 5 failed

43  Netification & failed

44 Notification 7 failed

45  Notification 8 failed

46 HVAC Zone 1 Total Failure
47 HVAC Zone 2 Total Failure
48 HWAC Fone 3 Total Failure
49 HWVAC Zone 4 Total Failure
51 Expansion 1 failed

54 DCP poller inactive

L]
4

57 Default configuration
58 Dipswitch Configuration
50 MAC address not s=t

Al

60 IP address nct set

61 LAN hardware ermror

62 SNMP processing error
63 SNMP community error
64 LAN TX pecket drop

View the status of System Alarms from the Monitor > System Alarms menu.
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Alarm Log

Evt TimaStamp
1 2821-88-15
& 2821-88-25
3 2821-83-15
4 2821-88-15
5 2821-88-25
5 2821-88-25
7 2821-83-15
8 2821-88-15
9 2821-88-15
la  2821-83-25
11 2821-88-25
12 2821-83-15
13 2@21-83-25
14 2821-88-25
15 2821-858-25
16 2821-83-15
17 2@21-83-25
18 2821-88-25
12 2821-88-25
28 2821-88-25
21  2821-83-25

15 552
15:51:
15:51:
15:51:
15:: 51
15:5@:
15:58:
15:58:
15:58:
15:58:
15:40:
15:49:
15:40:
15:43:
15:309:
15:39;
15:38:
15:38:
15:38:
15:38:3
13:45:

34
34
4
34
53
31
42
33
33
4z
43
4z

State
Alarn
Alarn
Alarm
alarm
Alarn
Alarn
&larm
alarm
Cl=ar
Alarm
Alarn
Llarm
Alarn

% Alarm

Alarn
Alarm
alarn
Alarn
Clear
alarn
Llarm

Description

D{P poller inactive

VAl Zone 3: A1l Ambient Failed
VAL Zone 2: ALL Ambient Failed
HVAC Zone 1: A1l Ambient Failed

(S ]
=

Ll e )

HVAL Zone 1: 1+ Smbient Failed
.37 MWotDet: Zone 2 Humidity

3 MotDet: Zone 2 Lndoor Ambient 1
.37 MNotDet: Zone 1 Indoor Ambient 1
L]

3

[

Unit reset

Unit reset

VAL Zone 1: All Ambient Failed
HWAL Zone 1: 1+ Smbient Failed
MotDet: Zon= 1 Indoor Ambient 1
D{P poller inactive

VAl Zone 3: All Ambient Failed
HVAC Zone 2: ALL Ambient Failed
MotDet: Zon= 2 Humidity

HotDet: Zon= 2 Indoor Ambient 1
Unit reset

Unit reset

P poller inactive

FhbhppmpppERwmomR

R
[l s = e
T I T IS T
e Db G 0 L P i
=l ==l

Sefrezh

Monitor > Alarm History menu
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7.10 Graph

The Graph section of the monitor menu lets you build a graph of past sensor measurements, which gives you a
visual indication of data over time and points out trending values. To create your Graph, specify the Channel

( Sensors 1-32), Group Interval (1-120 minutes, hours, days, or weeks), the Group Function (Average, Min, Max),
and Start & End Times. Once you have entered all of the desired values, click "Build Graph."

Graph Parameters

Channel | Belect 3 configured sensor channel w |
Group Interval 1-120 minute{m) /hour(h)/day(d)/week{w)

Group Function

Auguest, 2021

E M T W T F 5
1 1 3 4 5 E 7
B 9 1@ ‘1113 13 1a
is 1 17 13 19 20 21

Start Time Time:
22 23 24 35|26 27 28

23 3@ 31 1 r S 4
5 B ¥ B 3 In 11

Today: Aug 25, 2021
2021-08-25 00:00:00

August . 2021 -«

M T W T E 5
1 1 3 4 5 E 7
=

2 10 11 12 13 14

15 16 (17 (1= 18 (20 31 S
End Time: Time: [23:45:00
27 (33 34 |35 |26 (27 2m

25 38 3% 1 . 3 4
5 B E g D 1R &

Today: Aug 25, 2021
2021-08-25 23:45:00

Provision the Channels, Group Interval, Group Function and more - all from the
Graph Parameters section of the web browser interface.

Your graph will appear on the next screen. This graph is dynamic allows you to mouse over the lines to quickly
view measurements (date, time, and value) within their context of the overall graphing trend. Below the graph is a
full textual list of all indexed points with their dates and values.
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7.11 Routing Table

Monitor > Routing Table

The routing table shows which route the G6 is connected to based on the ethernet settings, static routes, and user
metrics assigned within the Provisioning > Ethernet menu.

Routing Table

mememm e e e meee e~ Live Rowting Table ------c-eemee e

M twork Subnet Gateway Hetric IFace
18.8.8.8 255.255.8.8 Hone 11 Het 2
Default: Net Err Net 1 mot linked Using Fallback i8 HNet 1
Fallback: fActive 8.8.8.8 19.8.8.254 11 Het 2

View the G6's routing table from the Monitor > Routing Table menu.
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7.12 Stats

View detailed hardware information about your HVAC unit.

Stats
Bootloader : BL_HWACE MZ +2.1.8339 e
Prod Cod= : PROTOGE-8L
Serial Mum :© not set
5SPI Flach : Spansion {125 papes @ 64 kB per page)
- History on pages TB-77, 96/28671 records (B.33 %)
- Event Log on pages TB-79, 457/8192 records (5.58 %)
Peak Stack : 3648/258176 bytes (1.46%)
Baoaotups : 1@19
Uptine : 8 minutes 59 seconds
DPS Framework: v1.10.2844
Modules Online: 58751
Modules Halted: 1
Details:
- Cors
* Running for GO,/0888 ms ot 2561710888 Hz
* Error: None
* RAM: 212 B
- Uptime
* &d 88h B%9m 59z -
* Bunning for 5 us at 1.868/1.8@ H=
* Error: None o

Monitor > Stats menu.
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8 LCD Touchscreen

The HVAC G6 Controller comes equipped with a new LCD touchscreen as a means of testing and provisioning
your unit without the need for the Web Interface. This section includes procedures for testing your HVAC controller
via the touchscreen.

Note: A stylus or the top of a pen work well with the touchscreen.

8.1 Testing with LCD

The unit tests can be done using the touchscreen.

1. Power up the unit.

2. After start up, the Operating menu should appear, click on the blue gear in the top right corner.

3. Click on Device Setup.

4. Enter the pin (Default: 123456; The PIN can be set in the "Provisioning > System" section of the web interface)

On the Device Setup Screen, you will be able to configure Temp Thresholds, run HVAC Tests, configure Network
Settings, and Reboot the unit.

Device Setup [ X

Temp Thresh &
HVAC Test

Netl Settings ’
Net2 Settings Q

Reboot @
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8.2 Test Temperature Sensor(s)

There is one sensor included with the unit.
The menu supports up to 4 sensors.

To Test the temp sensor:

1. On the touchscreen, click on the blue gear in the top right. Select Zones, then Sensors.

2. By default, the first temperature sensor is configured and should be found under Ambient. Verify
that there is a reading and it is close to room temperature.

Note: If you have more than one sensor, then they will need to be configured. See Provisioning:
Program D-Wire Sensors.

Sensors I X

Zonel | Zone 2 ‘ Zone 3 ‘ Zone 4

Idle

Ambient | External Vent

1. Zone 1 Indoor Ambient 1 73]:

2. Not Configured
3. Not Configured

4. Not Configured
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8.3 HVAC 1-6 Test

To verify that each HVAC Unit can run Cool and Heat, use this test procedure.

1. On the touchscreen, navigate to the Device Setup Menu (see Testing with LCD).
2. Select HVAC Test.
3. Select Unit 1 and Click Test Cool (5 min) to begin the Cool test.

Verify that the HVAC is blowing cool. The unit's status should be in blue at the bottom of the screen.
4. Once the Cool test is complete, begin the Heat test.

5. Verify the HVAC is blowing heat, the unit's status should now be in red.

Once the Heat test is complete, the Unit 1 Test will be complete. Repeat as needed for each additional
HVAC unit.

Unit Status X

West A
Off

Time Remaining:  Indefinite

Test Cunl Turn Off Test Heat
(S min)

Zone 1 Claim Lead

Unn S18:
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8.4 IP Configuration

For convenience during install and maintenance, the IP address may be set from the touchscreen. As a reference
for setting these fields, refer to "Provisioning" > "Ethernet".

8.5 Temperature Range Settings

For convenience during install and maintenance, the cooling/heating temperature settings may be set from the
touchscreen. As a reference for setting these fields, refer to "Provisioning" > "HVAC Controller".

9 Reference Section

9.1 Lead/Lag Behavior

Any time that the temperature reaches 88 degrees F or warmer, the Lead HVAC will activate.

After the Lead HVAC runs for a minimum of 5 minutes, the system will evaluate whether it should
activate a Lag HVAC or shut down all HVACs:
-If the temperature is 88 degrees F or warmer, the first Lag HVAC will activate. This starts a new
minimum run-time of 5 minutes before either
A) The temperature reaches below 74 degrees and the HVACs can shutdown.
B) The temperature is still above 74 degrees and an additional LAG HVAC will activate if available.

Additional external temperature sensors (if available) will alter the Lead/Lag behavior to increase
efficiency. Disregard if only one temperature sensor is used:

-A cooling cycle will begin (Lead HVAC activates) if ANY sensor is 88 degrees F or warmer. This
ensures prompt cooling when a heat spike is detected anywhere in the facility.

-A Lag HVAC will activate (after any 5-minute delay has ended) if the AVERAGE of all sensors is 88
degrees F or warmer. This prevents wasteful Lag activations if the running HVAC(s) are generally
keeping up with the facility's heat load.

-A cooling cycle will end (all HVACs shut down) if ALL sensors are 74 degrees F or colder. This
ensures complete cooling in all areas of the facility, limiting HVAC activation cycles over time.

Note: These temperature target thresholds can be adjusted as needed under Provisioning > HVAC
Controller or on the touchscreen under Device Setup.
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10 Technical Support

DPS Telecom products are backed by our courteous, friendly Technical Support representatives, who will give you
the best in fast and accurate customer service. To help us help you better, please take the following steps before
calling Technical Support:

1. Check the DPS Telecom website.
You will find answers to many common questions on the DPS Telecom website, at http://www.dpstele.com/
support/. Look here first for a fast solution to your problem.

2. Prepare relevant information.
Having important information about your DPS Telecom product in hand when you call will greatly reduce the
time it takes to answer your questions. If you do not have all of the information when you call, our Technical
Support representatives can assist you in gathering it. Please write the information down for easy access.
Please have your user manual and hardware serial number ready.

3. Have access to troubled equipment.
Please be at or near your equipment when you call DPS Telecom Technical Support. This will help us solve your
problem more efficiently.

4. Call during Customer Support hours.
Customer support hours are Monday through Friday, from 7 A.M. to 6 P.M., Pacific time. The DPS Telecom
Technical Support phone number is (559) 454-1600.

Emergency Assistance: Emergency assistance is available 24 hours a day, 7 days a week. For emergency
assistance after hours, allow the phone to ring until it is answered with a paging message. You will be asked to
enter your phone number. An on-call technical support representative will return your call as soon as possible.



73

11 End User License Agreement

All Software and firmware used in, for, or in connection with the Product, parts, subsystems, or derivatives thereof,
in whatever form, including, without limitation, source code, object code and microcode, including any computer
programs and any documentation relating to or describing such Software is furnished to the End User only under a
non-exclusive perpetual license solely for End User's use with the Product.

The Software may not be copied or modified, in whole or in part, for any purpose whatsoever. The Software may
not be reverse engineered, compiled, or disassembled. No title to or ownership of the Software or any of its parts
is transferred to the End User. Title to all patents, copyrights, trade secrets, and any other applicable rights shall
remain with the DPS Telecom.

DPS Telecom's warranty and limitation on its liability for the Software is as described in the warranty information
provided to End User in the Product Manual.

End User shall indemnify DPS Telecom and hold it harmless for and against any and all claims, damages, losses,
costs, expenses, obligations, liabilities, fees and costs and all amounts paid in settlement of any claim, action or
suit which may be asserted against DPS Telecom which arise out of or are related to the non-fulfillment of any
covenant or obligation of End User in connection with this Agreement.

This Agreement shall be construed and enforced in accordance with the laws of the State of California, without
regard to choice of law principles and excluding the provisions of the UN Convention on Contracts for the
International Sale of Goods. Any dispute arising out of the Agreement shall be commenced and maintained only in
Fresno County, California. In the event suit is brought or an attorney is retained by any party to this Agreement to
seek interpretation or construction of any term or provision of this Agreement, to enforce the terms of this
Agreement, to collect any money due, or to obtain any money damages or equitable relief for breach, the
prevailing party shall be entitled to recover, in addition to any other available remedy, reimbursement for
reasonable attorneys' fees, court costs, costs of investigation, and other related expenses.
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‘Dependable, Powerful Solutions
that allow users to monitor larger,
more complicated networks with a

smaller, less trained staff”

:) DPS Telecom

“Your Partners in Network Alarm Management”

www.dpstelecom.com

4955 E Yale * Fresno, CA 93727
559-454-1600 * 800-622-3314 + 559-454-1688 fax



	Specifications
	Shipping List
	Optional Accessories (Sold Separately)

	Hardware Installation
	Site Preparation
	Mount the unit
	Attach Grounding Lug(s)
	Connect Power
	Connect LAN
	Connect Temperature Sensor
	Connect HVACs
	Connect Modbus HVACs

	Connect to Network
	Change your PC's IP
	Browse to the web interface
	Restore and Reconnect

	Quick Turn Up
	How to Send Email Notifications
	How to Send SNMP Traps

	Provisioning Menu Field Descriptions
	System
	User Profiles
	Ethernet
	RADIUS
	Serial Port
	SNMP
	Notifications
	Notification Settings
	Schedule

	Alarms
	Controls
	Derived Controls
	Derived Expansion Controls

	Sensors
	HVAC Units
	HVAC Alarm Association
	HVAC Controls
	HVAC Controller
	Ping Targets
	Modbus Devices
	Modbus Registers
	System Alarms
	Timers
	Date and Time

	Monitoring via the Web Browser
	Standing Alarms
	Alarm Overview
	Alarms
	Controls
	Sensors
	HVAC Controller 
	Ping Targets
	Modbus Registers
	System Alarms
	Graph
	Routing Table
	Stats

	LCD Touchscreen
	Testing with LCD
	Test Temperature Sensor(s)
	HVAC 1-6 Test
	IP Configuration
	Temperature Range Settings

	Reference Section
	Lead/Lag Behavior

	Technical Support
	End User License Agreement

